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Abstract

Instruction of product

loTBus cloud app is a cross-platform industrial IOT cloud platform. It supports PC, ipad, Android, I0S, and other platform
terminals. There are some features:

) Cloud integration

Using IoTBus cloud app can realize the remote view and control of HMI easily.

Supporting communication ways to send alarm messages by loTBus app. Its powerful alarm mechanism reassure user who stay
in home.

[ Remote management

You can visit on-site equipment, remotely monitor and maintain HMI and PLC from a thousand miles away. The system can
realize remote programming, firmware upgrades, monitor and diagnosis, etc.

®  Careful security communication mechanism

loTBus app provide safe communication mechanism to user. It uses 128 bits SSL encryption mechanism, which ensure the data
transmission is stable. It also set A-key and B-key or password check mechanism in the device terminals to ensure the safe and

stability of the process that access to device from far away.

Instruction of Software

1. User login/register

1.1. Register
® Register by phone number
Enter into home page by mobile phone, select [Mobile], input your phone number and click [Next]. If current phone number
have not a corresponding account, the page will jump to the register page automatically. After receiving a verification code,
you can input it in [enter code] and click [next]. Then the page will jump to a page that you need to input your personal
information. After finishing input, click [OK].

© 451 36% BD) 14:45 chmigah « 1439 hEBH ©

< <

Sign Up Sign Up

Enter 15693251475 Verif code Enter 15693251475 registration information

Enter nickname

Enter password

@ Mobile O  E-mail Next

User registration as protocol

> English
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® Register by email

Enter into home page by mobile phone, select [E-mail], input your E-mail address and click [Next]. If current E-mail address
have not a corresponding account, the page will jump to the register page automatically. After receiving a verification code, you
can input it in [enter code] and click [next]. Then the page will jump to a page that you need to input your personal information.
After inputting all information into this page, you can click [OK] to finish register.

PEFE @ S0l 30% @) 14:40 FRESEN @ @ 461 38% @D 1440 © 48 Tl 38% @D 14:40
< <

Sign Up Sign Up

Enter 245369852@qqg.com registration

Enter 245369852@qq.com Verif code Ttanaton

57 Enter nickname

1 .
Mobile @® E-mail Next

User registration as protocol

= = English

1.2 Login
® Login by phone number
Enter into home page by mobile phone, select [Mobile], input your phone number and click [Next]. If current phone number
already have a corresponding account, the page will jump to the login page automatically. Then Input password and click [login]
to enter into the home page of application. Hint: if you forgot password, click [forgot password]. Then your phone will receive a
verification code. You need to input it into [enter code] and input new password in [enter new password]. Then click [OK] to
enter the login home page.

© 45701 36% @) 1445 cheg 4:4 ® 4611 36% M) 1441

<

Enter password Reset password

Enter 15693251475 Reset password

Enter 15693251475 Password information

59

@ Mobile QO  Email Login

Forget password
+86

=y 1 =
1€ English Send sms successfully
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® | ogin by E-mail

Enter into home page by mobile phone, select [E-mail], input your E-mail address and click [Next]. If current E-mail address
already have a corresponding account, the page will jump to the login page automatically. Then Input password and click [login]
to enter into the home page of application. Hint: if you forgot password, click [forgot password]. Then your E-mail will receive a
verification code. You need to input it into [enter code] and input new password in [enter new password]. Then click [OK] to

enter the login home page.
© 48411 39% @D 14:40 © 464 34% D 1508 FEREEH © © 461 34% @D 15:08

< <

Enter password Reset password

Enter 245369852@qg.com Reset password

Enter 245369852@qg.com Password infarmation

Mobile @® E-mail i

Enter email address Forget password

> English

Send email successfully

2. Device home page
After login the APP, you will see a default navigation which display home page of device. You can find functions in the home
page, such as add, view and management devices (SCADA, HMI and IPC). What's more, you also can control touch-screen
remotely (HMI, IPC). Then we use the adding and management of HMI as an example to illustrate some basic operation of HMI.

2.1 Add device

® Open HMI Cloud Switch
Long press the right upper corner of HMI touch-screen to enter backstage setting interface. Click [Cloud] to enter the cloud

setting interface and wait for popped-up QR code and machine code.
® Scan QR code to add device

!
Use app to enter the home page and click the (il button in upper left-corner. Scan QR code of HMI and confirm the hint that
you want to bind owner. Then click [OK].

® Bind owner

After scanning the QR code to binding device, the mobile phone APP will pop up the confirmation prompt of the binding
machine owner. You need to set the auditing mechanism of the currently bound device. The security mechanism support two
ways: “owner + admin audit” and “password audit”. After the audit mechanism is set, the current user becomes the owner of the
HMI device. The owner has the highest authority that can upgrade the visitor to the administrator, downgrade administrator to
the visitor, implement the device transfer and delete the member. Hint: "owner + admin audit" and 'password audit' are two
different review mechanisms. The differences are as follows:

(O “AKey + BKey Audit” (Owner + admin Audit)

When the auditing mechanism of the HMI device is "owner + administrator audit”, the HMI device has three types of
membership - the owner, the administrator, and the visitor. On the HMI, the owner is called AKey, the administrator is called

BKey, and the visitor is called Visitor. The premise of remote control of HMI through APP is that the owner must be bound, but
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administrators and visitors are not required members. User permissions will vary with the composition of the members.
»  HMIl only has owner

The owner has the highest authority that manage, view and control remotely HMI.

»  HMI has owner, administrators and visitors at the same time

v' If user apply for binding HMI device, he/she need to get audit of owner and admin. If owner or admin do not agree this

operation, the binding will be failed.

v" Owner can upgrade the visitor to the administrator and downgrade admin to the visitor

v If visitor apply for binding HMI device, he/she need to get audit of owner and admin. The access period will be set by

owner or administrator.

(2@ “AKey + password Audit” (Password Audit)

v When the auditing mechanism of the HMI device is "password audit", user need to input right audit password for

binding device. The device can be successfully bound when the password is verified.

v Visitor need to input right audit password when he/she want to access to HMI device. The device can be successfully

accessed when the password is verified.

08:457 wll T W) 08:46 7
Project Network (i <« - + <
;XQ %%WCDOX ‘ Machine code  7060603510070155090
~ | 7101907500170127132
Settings Information
v Akey+Bkey audit

— 133148 2Cbox
BOX | 7021707800020137093

Bind Akey

Akey+Password audit
Cloud
Q C7H127 Scan successfully, please click the confirmation
HMI button on the device
\ C I oud (O n I | ne) m m)_J 7031004207040151960

Device Bind

e:Sanye Account: TG 5
Please check ain information of the machine,
confirm that the user witlkhe set up as the owner

after the correct click confirma

User Name Type Account /

70606035100701550, Sanye  AKey 180****4965 =

Me

After successfully binding the device, user can enter into the device home page and view the device information (including

member information, alarm information, device name, notes, mechanism, and machine code).
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09:10 7
Bind Akey [T}
Name HMI
. D HMI
Machine code  7060603510070155090 HMI Remarks
7060603510070155090 HMI
Way Akey+Bkey audit
Machine name Y onine 0% 7060603510070155090
I} nline
— () #3Kf cbox Location {EREE THHIREIIER
Machine Locati... Ctick¥et location BOX— I 7101907500170127132
\ User Alarm message
v Akey+Bkey audit % Akey  Sanye 180°+++4965 read-wr...
— 1211148 2Cbox
T BOX | 5021707800020137093
Device has been confirmed, please fill in fhe name N C7H127
of the device above HMI
7031004207040151960
) c7sW120
HMI
7051103507020106017
L ®
—_— local  CloVg  ligssage  Me _—

2.2 Member information management
® Add device
(D Scan QR code to add device

i’
Enters the home page of device by mobile APP, click the button L)

dlin the upper left corner of the page, scan the HMI QR code.
The system will pop up the prompt box for confirming the binding device. Then click [Bind].

(2) Enter the machine code to add equipment

Enters the home page of device by mobile APP, click the button in the upper right corner of the page, scan the machine
code, click [Next] and click [Bind].

After clicking [Bind], you can submit a binding application:

(3 When the auditing mechanism is “owner + admin audit’:

System will pop up binding information for owner and administrator. Owner and administrator can view information and click
[pass]. The user can be successfully bound after passing the audit of the owner and the administrator; the owner can set the
user as the administrator or the visitor. Tip: When the auditing mechanism is “owner + administrator audit” - if the device has no
administrator, the accessing request of user only through the owner's audit. If the device is already bound to the administrator,
the accessing request of user need to through the owner's audit and any administrator audits; When user apply for access,

administrator only have authority to set the user as a visitor, and owner can set users as administrators or visitors.
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Bind device Message Request to bind
Y |
&y TRE 2021-01-19 09:24:51 |
HMI HMI OQ Request to bind | Target Device
7060603510070155090 :
Y HMI
HMI
Remarks Request to bind accepted 5 7060603510070155090

Accept user bind request
Proposer Info 2021-01-19 09:27:22

P.S.
+ Add a regular user

Add Bkey
Cancel Terminal
Cancel Messa...

S~

Deny

(1) When the auditing mechanism is “owner + admin audit”:
The user applies for binding, the user agrees and sets the user to an administrator or visitor. When the user access the device,

and need to input password, if the password is correct, user can access to device successfully.

09:27 7 = -
(4 Bind device
O hmi
HMI
7060603510070155090
Manage password
Remarks

P.S.
Cancel

Cancel
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® Downgraded administrator to visitor
Enter into the home page of application by mobile phone, select device and view information of device; click the administrator
account that needs to be downgraded. The system will pop up an option box, and owner need to select [downgrade to the

visitor] to downgrade the administrator.

02:107 al T

(!
(I Map

S HMI
M

le H
7060603510070155090
N Z3KaY cbox
@1 BOX | 7101907500170127132
—) 123|148 2Cbox
BOX | 7021707800020137093
O c7H127
ol HMI Transfer
7031004207040151960
Set to read-only permissions
) C7SW120
HMI s
" 7051103507020106017 Downgrade to a visitor
Delete
L) L =

Local Cloug Message

® Upgraded visitor to administrator

Enter into the home page of application by mobile phone, select device and view information of device; click the visitor account
that needs to be upgraded. The system will pop up an option box, and owner need to select [upgrade to the administrator] to

upgrade the visitor.
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ERDE al T 0
[
I Map ) -
O HMI
o| HMI
7060603510070155090
—— ) E3KH chox

@ BOX | 2101907500170127132

—_O 123)I|48 2Cbox

BOX

' | 7021707800020137093
O c7H127
ol HMI
7031004207040151960
Set to read-only permissions
) C7SW120
HMI
- 7051103507020106017 Upgrade to the Bkey
Delete
Cancel
L L f -

Local Clouq Mgssage Me

® Transfer owner’s permission

Enter into the home page of application by mobile phone, select device and view information of device; click the administrator
account that needs to be transferred. Then owner need to select [Transfer] in popped-up option box and click [confirm] in
popped-up box that is used to confirm transferring. Hint: The owner can only transfer the owner's identity to the administrator.

To transfer the owner's identity to the visitor, owner need to upgrade the visitor to the administrator first.
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HMI

o| HMI
7060603510070155090

et

——C EKH cbox
@1 BOX | 7101907500170127132

Akey ~ Sanve 12nsen0RR caad-wr...
Are you sure you want to
transfer the equipment. d-wr...

When you click ok, you will lose the
identity of the Akey immediately.

——C 131148 2Cbox
BOX | 7021707800020137093

i

D c7H127
ol Hwi Transfer OK Cancel
7031004207040151960
Set to read-only permissions
) c7SW120
HMI e
N 7051103507020106017 Downgrade to a visitor
Delete
Cancel
m = ® 2
Local ClouL Msssage Me

® Setread-wr..c ....nissions
Enter into the home page of application by mobile phone, select device and view information of device; click the member
account that need to set permissions, set to read-only or read-write.

09:107 ul 09:597 al T E
I Map < HMI :
Name HMI
V]
l@| HMI Remarks
7060603510070155090 HMI
Way Akey+Password audit
Code 7060603510070155090
——C EEY chox Location fRIZH[EI IHHIRRIEER
@ BOX | 9101907500170127132
User Alarm message
9 Ake Sanye 180****4965 read-wr...
——C) 131148 2Cbox Y
BOX
" | 7021707800020137093 Bkey HHE 130°+++8332 read-only

D c7H27
e| HMmI Transfer
7031004207040151960
Set to read-only permissions
O c7sw120
HMI e
- 7051103507020106017 Downgrade to a visitor
Delete
Cancel
Access
= m = -
Local Clouh ssage
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® Delete user
Enter into the home page of application by mobile phone, select device and view information of device; click the member
account that needs to be deleted. Then owner need to select [delete] in popped-up option box and click [confirm] in popped-up

box that is used to confirm delete.

HMI
Name HMI Name HMI
Y HMI
‘ HMI ‘ Remarks Remarks
__J~ | 7060603510070155090 HMI HMI
\~ | Way Akey+Password audit Way Akey+Password audit
Code 7060603510070155090 @ oriiie Code 7060603510070155090
—) 23K cbox Location fRIREMEIHHIREHER Location {REEEITHARXHRE
BOX J
7101907500170127132
. = User Alarm message User Alarm message
~ % Ak Sanye 180****4965 read-wr...  Ake! Sanye 180****4965 read-wr...
— ) 11148 2Cbox o Y
BOX
_ | 7021707800020137093 Bkey BigE 130**+*8332 read-wr.. Bkey d-wr...

Sure to delete this user?

— crzz e

HMI Transfer

fiwm,
"\, H

J 7031004207040151960

Set to read-only permissions

—CY c75W120

HMI e
‘ Jv_J 7051103507020106017 Downgrade to a visitor
Delete
Cancel I
° Access
L] L L -
Local Cloud Message Me

® Access to device

Enter into the home page of application by mobile phone, select device and view information of device; When user is the owner
or administrator of device, click [access]. When user is the visitor, user need to apply for access.

(DWhen the auditing mechanism is “owner + admin audit”:

System will send message to owner and administrator when user click [access]. Either owner or administrator agree the apply

and set period of access time, user can get the permission to access to HMI.

@When the auditing mechanism is “password audit”:

System will pop up a message that require an audit password to user when user click [access]. When password is correct, user

can get the permission to access to HMI.
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09:10 7
!
i
Name HMI
@YV
HMI Remarks
7060603510070155090 HMI
Way Akey+Password audit
Code  7060603510070155090
—C) #3kM cbox Location fEREMEIIHHR IR
BOX | 7101907500170127132
User Alarm message
< Ake! Sanye 180****4965 read-wr...
—C 151148 2Cbox d
BOX
=]}/7021707800020137093 Bkey % 1308332 read-only
O c7H127
HMI
7031004207040151960
1]
> c7sW120 8
HMI
7051103507020106017

Access
L ® A -

Local 10U g e el §5530€ Me
Hint: Accessing the HMI through the APP requires that the project must be a network project; Accessing and remote controlling

the HMI through the APP requires that the project must be a network project and allow remote operation. If the downloaded
project of HMI is not allowed remote operation, you need to set the project to allow remote operation in the configuration; if the
downloaded project of HMI is in a local network, you need to set the project to be in a network engineering in the configuration;
After the conditions was set, you can download the project to the HMI.

Steps are as follows:

(1 Enter the project from toolbar - Project properties - Access — Remote access, set the project to [All allow remote].

|Project(Pi Edit(E) View(V) Debug(D) Tool(T) Help(H)
4 New content(N)... » fine simulation(F6) | 19216830221 -~ ¢ M 83 | E | ¢ 9 o Iy [ By

New project(W) MNAR R | DL == R -|[20
Open project(0)...
Recent project(R) »

Project properties ? X
Close project(C)
Bl seve projects TS Basio infornation Security Hire gurchese | CompanyInfo | More
Save project as(V) Remote access
& Generate run file(G) Renote aooess Remote elarm tone
Generate U disk or SD card run file |K11 ellow remote v‘ ‘nog | | Auditiens

Save the current window(T)

: Remote Access Screen Synchronization Configurationn
Save current window as(U) e S

Project properties(P)
Quit(Q)

Select Select variable
h’ictuﬂ synchronization vl I Edit.

Display number address

Enable Edit
|

Remote access adaptive settings

‘Pull screen zoom v

mm Project language center
#-3¢ Peripheral
E Data reporting server [ Allow mobile terminal to zoom

Mobile access settings

.

14/31



loTBus Cloud APP User Manual

(2) Enter the project from the toolbar - Project Properties — Basic information — LAN access, check [Open LAN access] and set
the access password.

Project(P) | Edit(E) View(V) Debug(D) Tool(T) Help(H)
4¢  New content(N)... v fine simulation(F6) | 19216830221 - & FA B3 (W@ B | § 9 o By [0 (B0 9 e &

New project(W) AR TR QD == 2 ||FE ~|[20 .

Open project(O)...

Recent project(R) »

Close project(C) Project properties ? X
a j | — ‘
&l Save project(S) Lo Basic information Security Access Hire purchase CompanyInfo More

Save project as(V)
[ Generate run file(G) Basic information

Generate U disk or SD card run file Project name

|$‘$EI§. |

Save the current window(T)

Save current window as(U) Project description

| )

Quit(Q)
g . LavoutInfo
f i Runtime platform Angle(® )
-.¥T) History record [ "‘ ‘0 v
... ‘D Data grovp Screen resolution The mode of running screen
Oneration d [1024:600 v‘ Conmon window operation v
""" ﬁ :mtw S— LAN access
[] Open LAN sccess Local Network Fort
[Please enter the acces .. | []show  |8888 [ Auto
[[] Password allowed to be empty
I 0K I l Cancel ‘

(3) Open the Device Manager Tool and click Download Project to download the project to the HMI via Local
Management/Cloud Management.

A Device Manager Tool F™ Project Download Confirm X O X

Project Name:

C:\Users\Sanye Lin\Desktop\Runtime\F@2 12 hwrun

Local Manager ([loud Manager

Terminal Name: CBA Communi cation Timeout
Device IF:

Deviee IF:  |192. 168.30.221 8000 | me | Setting |
[192. 168. 30. 221

Device Password

Route ‘ Device IP ‘ Tern wnload Project I Operate “‘

Remember Fassword

192, 168, 30, 60 W TR
@ b Initial config I Dowrload Manager

@ 192.168.30.67 HMI [ Package and download fonts [ | Reserve the power—off protection ] Bewnload Manager
[A] Reserve the operate records [ ] Reserve the users

@ 1921683081 MO | Downlosd Manager
[[] Reserve Formula [ | Reserve history and alarm records

@ 192.168.30.102 MO | Downlosd Manager

(@) 192.168.30.155 MO ‘ | Download Manager

| ok || Camcel |
(@) 192.163.30.186 RO e e e ¥ oornioad T

2.3 Device management

® View QR code of device
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Enter into the home page of application by mobile phone, select device and view information of device; Click the button ﬂ in
the upper right corner of the device information interface to pop up the device management option, select [Machine QR];

After system popping up the QR code of device, you can scan it and bind device.

ull T = 15:421

Machine QR

Set location

Audit way

Edit machine

Edit remarks

Delete location

Delete machine

Cancel

® Set location
Device location setting can be divided into manual positioning and automatic positioning, which can be set according to

requirements.

Machine Location

Machine Location Urrent positioning Way

BRAETARXFRR IP Position >

Machine QR

Set location /

Audit way 4hour

8hour

Set the interval reporting time

Edit machine
Edit remarks )
Refresh Location

Delete location ERAETIRKEER (&

Delete machine

Cancel
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® Setting auditing mechanism

Enter into the home page of application by mobile phone, select device and view information of device; Click the button . in
the upper right corner of the device information interface to pop up the device management option, select [Audit Way] to enter

the modify audit mechanism interface. Then select [Owner + Admin Audit] or [Password Audit].

all T . 15:59 7

< Audit way

Akey+Bkey audit

v Akey+Password audit

Setting audit password

/

Machine QR
Set location
Edit machine
Edit remarks
Delete location

Delete machine

Cancel

® Edit name of device

Enter into the home page of application by mobile phone, select device and view information of device; Click the button . in
the upper right corner of the device information interface to pop up the device management option, select [Edit machine] to

enter the edit mechanism interface. Then input new name.

all ¥ == 16:017

Edit machine

Machine QR
Cancel
Set location
Audit way
Edit machine
Edit remarks

Delete location

Delete machine

Cancel
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® Edit remarks

Enter into the home page of application by mobile phone, select device and view information of device; Click the button . in
the upper right corner of the device information interface to pop up the device management option, select [Edit remarks] to

enter the edit remark interface. Then input remarks.

all = . 16:02 7

Edit remarks

Machine QR

Cancel
Set location

Audit way
Edit machine
Delete location

Delete machine

Cancel

® Delete location
Enter into the home page of application by mobile phone, select device and view information of device; Click the button . in
the upper right corner of the device information interface to pop up the device management option, select [Delete location] and

click [confirm].

all ¥ (. 16:30 7

¢

User Alarm message
Machine QR
Akey  sanye 180*+**4965 read-wr...
Set location Bkey Delete location d-wr...
E— Sure to delete this location —_—
ARy OK Cancel
Edit machine /
Edit remarks
Delete location

Delete machine

Cancel
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® Delete device

Enter into the home page of application by mobile phone, select device and view information of device; Click the button ﬂ in
the upper right corner of the device information interface to pop up the device management option, select [Delete machine] and
click [confirm]. Hint: Administrators and visitors can delete devices directly; the owner must delete all users before deleting the

device.

Name

Remarks O Remarks
HMI HMI
Way Akey+Password audit Akey+Password audit
Code 7060603510070155090 Code 7060603510070155090
Location {EREEITHHRRXHEER Location {BREEIHARX RS
User Alarm message User Alarm message
Machine QR
Akey Sanye 180****4965 read-wr... | Akey Sanye 180****4965 read-wr...
Set location Bkey  #HE 130%+++8332 read-only Delete machine
Sure to delete this machine
Audit way
OK Cancel
Edit machine

Edit remarks

Delete location

Delete machine

Cancel

2.4 View alarm information
® View alarm equipment
Enter into the message interface of application by APP, click [alarm message] to enter into alarm message interface, click

[alarm device] to view detailed information of device;

il = . 16:53 7 ul T . 16:53 7

Message Edit < Alarm message £

2021-01-19 16:52:24 Name HMI
Alarm Device 2021-01-19 16:52:24

Alarm message HMIC) Remarks
Q HMI Way Akey+Password audit

2021-01-19 16°8Q:22 HMI Code 7060603510070155090
':_J 7060603510070155090 Online ©
Location {1 # M THPRE R

(D
I
£

>

Alarm message

[ ]
HMI 2021-01-19 16:52:13 User Alarm message
N Alarm Info
= Alarm message
. — Time 2021-01-19 16:62:23 Alarm 2021-01-19 16:52:23
HMI 2021-01-19 16:52:01
ﬂ Variable internal_variable_1.variable2 Recover 2021-01-19 16:52:21

q

Alarm message

Type Alarm
2021-01-19 09:27:22 Alarm 2021-01-19 16:52:13

i3
F
ot

Request to bind

Content Alarm 2021-01-19 16:51:59

3
B
o

2021-01-19 09:24:51

Request to bind

Sanye 2021-01-14 10:56:59

Request to bind

2021-01-14 09:563:56

Regquest to bind
Access
m A @ 2

Local 10U e BRIl 55000 Me — ——

B | (S| S| (Ss
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Hint: The prerequisite for APP to view the alarm message is that the downloaded project of HMI already added a cloud alarm

variable. Steps are as follows:

(D add alarm variable

Enter the project browser, open alarm interface and add alarm variable (Add the variable that has been associated with a

graphics)

@start cloud alarm

Enter into the [alarm configuration], click [cloud alarm]; enter into the cloud alarm setting interface and enable cloud alarm.

(®add alarm content

Select [edit] in alarm format bar, click [insert the content], select content that need to be alarmed and click [ok].

Alarm setting ? X
Alarm confizuration Sound alarm  MQTT Upload alarm Alarm diasnostic data Cloud Alarm
[] Enable Cloud Alarm
Format I | Fdit:. l
AlarmGroup AlarmLevel AlarmType Variable 1

Content ? X

|I Insert the content } || 2

Alarm time

Recovery time

Variable name

Variable memo
Company
Value
Alarm text

@®add cloud alarm variable

Select [variable] and click [add].

|‘ Alarm conﬁguraﬁonl | <= Add alarm variables 3§ Delete

AMarm variable 2 Alarm condition Alarm group Alarm level Alarm screen push Whether to remote uploa/Explain
1

2 internal varisble_l.variablel Close;Recover O

Alarm setting

Alarm configuration Sound alarm MQTT Upload alarm Alarm diagnostic dat 3

[] Enable Cloud Alarm

Format |

MarnGroup AlarmLevel AlarmType 5

Alarm Variable Name Iklu.rn Recover Alarm

internal variable 1. variable O
O

internal varisble 1. variablel

® View alarm content
Enter into the home page of application by APP, select device and view information of device; click [alarm message] to enter
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into alarm message interface. Then you can view alarm information (include time, variable, type and content).

all T . 16:54 71

: < Alarm message
Name HMI
Remarks Time 2021-01-19 16:52:23
HMI
Way Akey+Password audit
Variable internal_variable_1.variable2
" Code 7060603510070155090
Online
Location {RIEREEITHARXHFER pe Alarm
User Alarm message
— Content
Alarm 2021-01-19 16:52:23
Recover 2021-01-19 16:52:21
Alarm 2021-01-19 16:562:13
Alarm 2021-01-19 16:51:59

Access

3. Cloud map
3.1 Map display

Login to the APP, click the [Map] tab, enter into the device map page. The map interface is used to view the geographical
location of the device.

08:417

[l
0

MEH

SHRAL "
i
ENE AL
soo’AS
R®IX
0
Bai®mE
[
L LY L a
Local Cloud —— Mgssage Me
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3.2 View device details
Enter into the device map page, find the corresponding location of the device, click the icon, enter to view device details.

Name HMI

Q Remarks
HMI
Q‘j. Way Akey+Password audit

Code 7060603510070155090
Location Ffi[5H5 2009 A H ERAE 3%

%ﬂg/ User Alarm message
[l

B

F‘ Akey Sanye 180°***4965 read-wr...

® View information of device location

Enter into the device details interface, and view information of device location.

Name HMI
Remarks
Way Akey+Password audit

Code 7060603510070155090
Location ¥f/EEE 2009 AH&ERAE 3 1%

O View complete information of device location
Enter into the device details interface, click the information of device location of the device details interface, the complete

information of device location will pop up.
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Name HMI
Remarks
HMI
Way Akey+Password audit
Code 7060603510070155090
Location [F/E & 2009 A ) &g AME 312
click
User Alarm message
Akey Sanye 80****4965 read-wr...
G 2009 A D EIRAME3#

OK

@Copy information of device location
Enter into the device details interface, press the information of device location of the device details interface, the complete

information of device location will pop up, click [copy]

Name HMI
Remarks
HMI
Way Akey+Password audit
_ Code 7060603510070155090
~ Online
Location FRERR 2009 AHEBAE 38
User Alarm message
Akey Sanye 180****4965 read-wr...
FIERE 2009 AN B IRAE 312
Copy Cancel

3.3 Set the device geographic location
Enter into the interface of setting device location, after locating the appropriate device geographic location, click [OK] to set the
device location. The following sections will describe how to enter into the interface of setting device location and how to locate

the device geographic location.
® Enter into the interface of setting device location
First, enter into the interface of setting device location, the following sections will provide two methods to enter into the interface
of setting device location:
(D Enter into the interface of setting device location from the main interface of binding Akey
When user applies to bind the owner of the device, find [Machine Location] tab on the interface, click it to enter the interface of

setting device location.

23 /31



loTBus Cloud APP User Manual

ol T % 13:34 7

Bind Akey

Machine code  7060603510070155090

Machine name  Name

Machine Locati... |Click set location

v Akey+Bkey audit

Akey+Password audit

gai
Device has been confirmed, please fill in the name

of the device above

ENERXESHEK

ENERKESHE

KIESHFHAE

URIZ B F /2 8)

B8l e

(@Enter into the interface of setting device location from device management interface

Enter the device details interface, click the upper right corner H button, select [Set location] to enter into the interface of

setting device location.

Machine QR

Set location /g' i
1%\; .

Audit way

Edit machine

Edit remarks

Delete location

Delete machine

E118

e
TR

Baitmm
ENERKESHX
ENERXESHX

KIEBHAE

IRIZ B F/AE]

Cancel

EIeUF el
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® Save the device geographical location
After locating the applicate geographic location of the device, click [OK] in the upper right corner of setting location interface to
set the location of the device.

3.4 Delete the device geographical location

Enter the device details interface, click the upper right corner H button, select [Delete location] and click [OK] to delete the
device location.

all T . 16:30 7

HMI
Way Akey+Password audit Way Akey+Password audit

Code 7060603510070155090 . Code 7060603510070155090
© Online 1 Online
Location 1R E/H| T HANR X (@ Location {REEEE|HARKH R
User Alarm message
Machine QR
Akey  Sanye 180°***4965 read-wr...
Set location Bkey Delete location d-wr...
Sure to delete this location
Audit wa:
Y OK Cancel
Edit machine

Edit remarks

Delete location

Delete machine
Cancel
—— —

4. Message
4.1 View device message
Enter into the home page of application by APP, click message record to enter the detailed message interface; user need to

know which device sent current message, and click target device to view detailed information.

4.2 Message management
® Mark the message as read
Enter the device message page through the mobile APP; click [Edit] in the upper right corner of the interface to enter the

message editing interface; select the message record and mark it as read.
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Message

ull T (%

Edit

14:517

<

0

=2

A

&

D

[ ]
HMI

i Alarm message}

[}
HMI

[ Alarm message ‘

TRE

‘ Request to bind

HMI

Alarm message

HMI
Alarm message

2021-01-20 14:51:32

L]
2021-01-20 14:51:07 Q

2021-01-20 14:45:03

2021-01-19 16:52:24 Q

2021-01-19 16:52:22

Q' HMI

=3 [Alarm message‘

2021-01-20 14:51:32

=2

2021-01-20 14:51:07

2021-01-20 14:45:03

2021-01-19 16:52:24

2021-01-19 16:62:22

Q HMI 2021-01-19 16:52:13 2021-01-19 16:52:13
2 lAIarm message
Q HMI 2021-01-19 16:52:01 2021-01-19 16:52:01
2 Alarm message‘
TEE 2021-01-19 09:27:22 RE 2021-01-19 09:27:22
(?0 ‘ Request to bind C;O Request to bind
° -
R = o o ® ]
Local Cloug Mgssage Me Read Delete

® Delete message record

Enter the device message page through the mobile APP; click [Edit] in the upper right corner of the interface to enter the

message editing interface; select the message record and click [delete].

&)

=

Q.

&

Message

[}
HMI

[ Alarm message}

HMI

i Alarm message ‘

TRE

‘Request to bind

all T %

Edit

2021-01-20 14:51:32

2021-01-20 14:51:07

2021-01-20 14:45:03

14:517

<

[}
HMI

A

T [Alarm message‘

2021-01-20 14:51:32

Q. HMI

=2 i Alarm message ‘

TRE

‘ Request to bind

2021-01-20 14:51:07

1-01-20 14:45:03

Q HMI 2021-01-19 16:52:24 Q HMI 202]-01-19 16:52:24
2 Alarm message 2 Alarm message ‘
Q HMI 2021-01-19 16:52:22 Q HMI 2021-91-19 16:52:22
=2 Alarm message 2 Alarm message ‘
Q HMI 2021-01-19 16:52:13 Q HMI 2021-01\19 16:52:13
S Alarm message = Alarm message
Q HMI 2021-01-19 16:52:01 Q HMI 2021-01-1§ 16:52:01
=2 Alarm message‘ =2 Alarm message
TR 2021-01-19 09:27:22 TEE 2021-01-19 0p:27:22
OQ [Request to bind OO [Request to bind
° —
n = ® o 103 o
Local Cloug —— Mgssage Me Read Delete

26/31




loTBus Cloud APP User Manual

5. User Center

5.1 Switch account

Login APP by using mobile phone and enter the [me] personal center;

(O If account is registered by phone number, you can click [phone] to change phone number or click [E-mail] to bind email

account;

(2 If account is registered by E-mail, you can click [E-mail] to change phone number or click [Phone] to bind phone number;

4G all 0K/s % divdk 4G il OK/S -+ 09:01 © R 45% dak 4G all OK/S - 09:01 O R 90 45% dkik

< Personal Information 4 Phone Change —~

' Blink
Profile Picture 0
Name Blink /

Phone Number e — 4

Enter cloud account password

Settings

Message Notification

E—mail Not Setting

Binding Wechat Official "
Acc Bind success

About
Cloud Data Center

Check for Updates

®
gy L & -
Local Cloud Message Me

5.2 Modify user information
Login APP by using mobile phone and enter the [me] personal center; Click profile photo to enter modifying interface; Input

nickname and click [save].
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4G ull 0K/s © Q% 47% abik  AGull 0K/s -+ 09:01 O R % 457

£ Personal Information

Profile Picture o

Name Blink |

’ Blink

Settings

Phone Number

Message Notification
E—mail

Binding Wechat Official "
About AcC Bind success

Cloud Data Center

Check for Updates

®
L ® 2
Local Cloud Message Me

5.3 Update version
Login APP by using mobile phone and enter the [me] personal center; click [check for update] in this interface.
® |f current software is already the latest version: system will give hint: [This is the latest version].

® When there is an updateable package: enter the download interface of new version software, click [Download] to download

and install the latest software version.

4Gl 0K/s

' Blink

Settings
Message Notification
About

Cloud Data Center

Check for Updates

[
" = ® 2
Local Cloud Message Me
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5.4 Setting
Login APP by mobile phone and enter the [me] personal center; click [setting] in this interface to enter setting interface; click
[Language] to enter language setting interface; you can change language according to your need or follow the language of mobile

phone system.

4G ull 0K /s O R % 437% dtk* 4G ull OK/s 08:52

4 Settings

© R 47% btk aGull 0.1K/s 08:52

<

O R0 47% dbik

Languages

, Blink

Auto
BT X
Logout
« English

Message Notification

About

Cloud Data Center

Check for Updates

% = ® a2
Local Cloud Message Me
5.5 About

® View version

Login APP - enter [Me] personal center ->about > version.
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4G all 0K/s O R % 47% atit  aGull 1K/s © R4 47% dirak

<

’ Blink

Settings

Message Notification R o
\ersion 1.5.9

About / Feedback

Cloud Data Center Share App

Check for Updates

@
n = ® 2
Local Cloud Message Me

® Feedback

Login APP - enter [Me] personal center > about > Feedback; the system will enter into Feedback interface.

4G all 0K/s O R 47% dtdr 4G all 1K/s O R4 47% divds

46 1l 0.2 /s 09:02 © R 4% bk

£ 4 Feedback v

' Blink uestions or suggestions...

Settings k

[

. Phone number, please leave a contact?

Version 1.5.9 |
Feedback
Cloud Data Center Share App

Check for Updates

®
LI ® 2
Local Cloud Message Me

® APP Share App by scanning code

Login APP - enter [Me] personal center >about > Share APP; the system will enter into the QR code interface, you can scan

30/31



loTBus Cloud APP User Manual

this QR code to download loTBus APP.

O R 6 47% biht 4Gl OK/s === 09:02 O 96 45% ik

Share App

O RC 47% ikt 4G ull 1K/s

& <

4G ull 0K/s

' Blink

Settings
Message Notification N — L
l- s l l.i
L L L}
) o B
l;- -}
Cloud Data Center Share App

Please scan gr code to download the App

Check for Updates

°
g [ 1§ & -
Local Cloud Message Me
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